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1 OBUIUE MOJOKEHUA

Hacrosmas [TonnTika sBigeTcs JOKYMEHTOM. OTIpeIe/IsIoIuM HallpaBlIeHUs TeATeIbHOCTH
B oOnacth obecrieuenus HHGOPMALMOHHONW  O€30MacHOCTH M TIPEICTABISET  COOOM
CHCTEMATH3HMPOBAHHOE M3NOKEHHUE Lenell u 3a1a4 nHPOPMALUOHHON 0e30IaCHOCTH, KaK 0JHO WU
HECKOILKO TPaBH/I. MPOLEYP. MPAKTHUECKUX MPHEMOB H PYKOBOJISAIINX MPHHITHIIOB, KOTOPBIMA
pykosojcteyercs ['BJIOY. a Takke OpraHu3alMOHHBIX. TEXHOJOIMYECKHX M HPOLEILYPHBIX
acniekToB obecrieyeHus HHOOPMaLHOHHON 0€3011aCHOCTH.

Monoxenns wHactosmeit  [loNMMTMKA  He  pacnpoCTpaHSIOTCS  Ha  OOCCTEHYEHHE
HHOPMAIIHOHHON OE30MaCHOCTH CBEICHHH. COCTABIISIONINX FOCY/1aPCTBEHHYIO TAHHY.

OcuoBHO#i 3ajadeit B oOnactu uHpopmaunonnoi OesomacHoctu I'BJIOY  npusHaer
COBEPINEHCTBOBAHME Mep M CpelIcTB odecnedeHus 3ammuTbl HHGopMammu HHPOPMATTHOHHBIX
pecypcos I'BJIOY B kouTekcrte pasuTHs 3akoHoxarenscTsa Poccuiickoit ®enepallid ¥ HOPM
peryiupoBanus MHPOPMALMOHHON /ESTENLHOCTH B TEKYIIMX YCIOBUSX (DYHKIMOHHPOBAHHS
AH(GOPMAITHOHHOTO IO,

[Tpu paspadotke [ToJMTHKH YHHTBIBAIIHCH OCHOBHbBIC [IPHHLHITBI CO3/IaHUA CHCTCM 3aLHTEI
uHpOpPMALIMM,  XApaKTEePUCTHKH M BO3MOKHOCTH  OPraHH3alHOHHO-TEXHHYECKHX  MEp
H COBPEMEHHBIX TIPOTPAMMHBIX ¥ ANapaTHO-TPOTPAMMHBIX CPE/ICTB 3aIAThI HHMOPMALIHH.

B pamkax cBoeit gesteisHoctd ['BJIOY obsasyercs npempuHUMAaTh BCE BO3MOKHBIE MEpbI
A4 3aUTHL HHpOpMaKU 0T yrpo3 6e30MacHOCTH HHPOPMALKHH.

TpeGoBanns WHPOPMAIMOHHONH 0e30MaCHOCTH. COOTBETCTBYIOT ILENMAM JICATC/ILHOCTH
['BJIOY n npeHasHAuEHbT /115 CHHKEHHS PHCKOB. CBA3AHHBIX C peaTu3alued yrpo3 6e30macHoCTH
HH(OpMALIHK.

[Tommruka noctynua BeeM padotaukam ['BIOY 1 BceM mosb30BaTeIsiM €10 pECypPCoB.

2  IEJHA U3AJAYU OBECTIEYEHHS UH®OPMAIIMOHHOM BE3ONACHOCTH

CybobexTbl nHPOPMANMOHHBIH OTHOMI EHHI

CyGbexramu npu oGecnedyennn nndopmaunonnoit oesonacnoctn B 'bJIOY apmstores:

PaBOTHHKHM CTPYKTYPHBIX MOAPa3Ae/IeHuil (B TOM 4uCIe yBOJICHHbIE):

rpaziane, paboTaroIHe MO T0r0BOPaM IPpa/IaHCKO-TIPAaBOBOTO XapaKkTepa:

(u3nyeckue JMU@, TpeACTABUTE]M KOHTPArcHTOB B PaMKaX HCIOJHEHHA J0rOBOPHBIX
00s13aTE/bCTB:

dusnyeckme nuua, noxesime obpantenne B aapec ['bJLOY:

JOPHIMUCCKHE JMIA, B PAMKAX HCTIONHEHHS! I0TOBOPHBIX 0053aTe/IbCTB WM BO HCHOIHEHHH
TpeGoBaHuil CO CTOPOHbI 3aKoHOMaTe/NbeTsa Poccuiickoil denepanun;

OpraHbl roCy1apcTBEHHON BJIACTH.

O0bexThbl HHGPOPMANHOHHBIX OTHOIICHAT

O6bexTaMy HHPOPMAIHOHHBIX OTHOLIEHHH SB/ISFOTCS!

nadopmaunonnsie pecypesl [ b0V

rocygapeTBeHnpie  MHpOpMauMoHHbie  cucTembl  OmeparopoM  KOTOPBIX  ABISCTCS
I'BJIOY:

npouecchl  obpaGotkn  uHbopMAalMH B HHYOPMALMOHHBIX  CHCTEeMaX I'BJIOY,
HH(QOPMALMOHHBIE TEXHOJIOIMU, PCIJIAMCHTBI M MTPOLEAYPHI cGopa. 00paboOTKH. XpaHeHUS
W TIepeJayd HHPOPMalHH;

undopmanonHas  HHOPACTPYKTYpa.  BKIIOYAIOMas  CHCTEMBI 00pabOTKH, XpaHeHHs
u aHanu3a “HGOPMAIMH, MPOrPaMMHBIE H IIPOrPAMMHO-ANIAPATHBIE CPEACTBA, B TOM HHCIIC KaHa/lbl
CBA3H M TEJCKOMMYHHKALIMH,

CHCTEMBI M CPEICTBA 3alUTHl HHPOPMAIHH, OOBEKTHl H MOMEINEHHS, B KOTOPBIX Pa3MEIICHDI
cpejcta 00paboTkH HHPOPMALUH.

Ilesmm obecnevenns HHGOPMAHOHHOI He30NACHOCTH

OcHoBHOI LeTio obeciieuenns nH(popmanmonHoi dezonacroctn [BAOY sBAsIOTCA IHCTBHS
HAMpAB/IEHBI HA JOCTIKEHHE 3AUATE CYOBEKTOB MH(DOPMAIHOHHBIX OTHOLIEHHH OT BO3MOJKHOTO
HAHECeHHs MM MaTepHalbHOro, (U3MYECKOro, MOpPAIbHOrO HIH HHOrO yiepda, [10CpeIcTBOM
clryqaifHoro WIin npeHaMepeHHOro BO3ICHCTBHS Ha nHGOpMAITHIO.



B TOM YHCTIe:

obecrieueHns OTKEL?.O}'CTOI‘;I‘!HBOI"O Cl)_\’HKL[I!OHI’IpOBaHI/Iﬂ MporpaMMHBIX
H anmnaparHo-rnporpaMMmubiX ¢peacts ['BJI0OY u nperocraBiaseMbIX cepBHCOB:

COOMIOEHHs] NPAaBOBOTO PEAKMMA  HMCMONb30BAHHS MAcCHMBOB M cpelIcTB  00paboTkH
HHpopManuu;

NpeIOTBPAUIEHHs pealu3alii  YIpo3 Oe30MacHOCTH HH(OPMALHH TIPH  OCYIICCTBICHHH
nearensnoctn I'bJIOY.

3ajaun odecnedeHns HHPOPMANOHHOIT H30MACHOCTH

Joctwkenne ueaed odecneyenus nHpopMaluOHHONH 0€30MacHOCTU U CBOHCTB UH(pOPMALIUK,
['BJIOY pemaeTcs cieayVIOMMMH 3aa4amMH:

34U Thl OT HCCAHKUHOHHPOBAHHOT O JOCTYIIA K l'IHq)OpMaJ_IHOHHblM pecypcam;

pasrpaHH4YeHus nocTyra noJib3oBal ellel K HI[ClJOpMaL[HOHHbIM. annaparHbiM. TPporpaMMHbIM
1 HHBIM pecypcam:

PErUCTpalMH M MEPUOMYECKOr0 KOHTPOJs JeiicTBUH moab3oBateneii mpu oOpaborke
3aMINaeMoi HHPOPMAHA U MePHOMYSCKAH KOHTPOIb KOPPEKTHOCTH WX JICHCTBHIA;

KOHTPOJISL HENOCTHOCTH Cpebl HCHOJIHEHHS NporpaMM M ee BOCCTAHOBJIEHHE B clydae
HapyLIEeHUS:

obecnieyenuss ayTeHTHOUKAIMKH W WIACHTHGUKAIMM  MOJIB30BaTeleH.  YYACTBYIOIINX
B UH(OpMALIMOHHOM 0OMEeHe:

obecrieueHus HCITIPaBHOCTH PUMEHSAEMBIX B HH(pOPMAIIHOHHBIX cHcTeMax
['BJIOY cpencts 3aiuthl HHGOpPMALHK;

CBOEBPEMEHHOIO BBISEJICHHE HCTOYHUKOB VyIpo3 0€30MacHOCTH HMH(QOPMALMH, [PUYHH
W YCTOBWH, CTOCOOCTBY/OIMIMX  HaHeceHWMI0  ymiepda  3aMHTEPECOBAHHBIM  CYOBEKTaM
MH(POPMAIIMOHHBIX OTHOLIEHH I

CO3JIAaHHEM CJIVKObI MOHHTOPHHIA W PearupoBaHMsl HA yIpo3bl 030MacHOCTU MHGBOPMALUH
1 HeraTUBHbIE [IOC/IC/ICTBUS;

CO3/IJaHHEM YCJIOBHH JUIA MHHUMH3ALHH HAHOCHMOTO ylepOa HEeNpaBOMEPHbIMH JICHCTBHAMH,
W VCTpaHeHHe NOCIeCTBHI HapymeHus nadopMmarnonHoii 6e3omacnoctu B I'bJIOY.

Pemenne Beimenepeunciennsix 3anau B [ 'bJIOY ocymecTsigercs mocpeacTBoM:

ydeTa BceX MoJUIeKALIMX 3alInTe HHPOPMALMOHHBIX PECYPCOB:

KYPHAIMPOBAHUA A€HCTBUI NepCoHaa, OCYIECTBIAIOMEro 00¢Cay/KUBaHHEe H MOAH(HKALHIO
MNpOTrpaMMHBIX H ITpOTrpaMMHO-allliapaTHbIX CPE/ICTB HH(I)OPME[LIHOHHBIX CHCTEM;

periaMeHTal|u npotieccos odpaborku uudopmauuu, AedictBuii paboruuko I'BJJOV.
OCYIIECTRISAIONMAX IKCIUTYATalNIO MPOIPAMMHBIX H IIPOrpaMMHO-aNnapaTHbIX CPeACTB. Ha OCHOBE
VTBEPK/ICHHBIX OPraHU3aLMOHHO-PACTIOPSTTEIBHBIX IOKYMEHTOB 110 3aluTe HHOOpMALHK:

Ha3HAYCHUS M MOATOTOBKOH PabOTHUKOB, OTBETCTBEHHBIX 332 OPraHU3alMIO U OCYLICCTBICHUE
MeponpuaTuii o obecnedennio nHdGopmarmonHoit 6ezonacuoctd B 'HJIOY:

HAZCJEHUsl KAKI0oro pabOTHMKA MHHMMAILHO HEOOXOAMMBIMH TpaBaMM IpH padoTte
B HHGOPMALMOHHON HHPPACTPYKTYPE COTNACHO UX JOIKHOCTHBIM 0043aHHOCTAM:

coOmoaeHna BeeMH paCOTHHKAMH, IKCILTYaTHPYIOUMMU U 00C/Iy/KHBAKOLIMMU IPOrPaMMHbIE
M [porpaMMHO-annaparHple  cpejicTa. TpeDOBaHHH  OpraHm3alHOHHO-PACTIOPS/THTEIBHBIX
JOKYMECHTOBR ITO BOIpOCam obecneuelys HII(I)OpMaLlHOHI-IOﬁ 66'}011&(.‘!—[0(2'1‘“'._

MEPCOHATBHON OTBETCTBEHHOCTBIO KAXA0T0 pabdOTHUKA 3a CBOM JICHCTBHSA, YUACTBYHOLIErO
B paMKax CBOMX (DYHKUHOHA.IbHBIX 00sA3aHHOCTEH B Ipolleccax aBTOMATHU3MPOBAHHON 00paboTKH
HH(OPMAIIHH 1 UMEFOIIET0 J0CTYIl K pecypcaM HH()OPMALMOHHBIX CHCTEM:

peaH3alneii TEXHOMOTHYCCKHX TpoLeccoB 00paboTKH HH(MOPMAIHH ¢ HCMOIL30BaHHEM
KOMILJIEKCOB OPraHl3alHoOHHO-TEXHHYCCKHX MEp 3AUIHTRI nmporpaMmMHoOro OGCCHC‘{CHHSL
IpOrpaMMHO-arapaTHbIX CPeICTB:

NPHHATHS MeP Mo odecneyeHnIo PH3HUECKOl 1eTOCTHOCTH NPOrPAMMHO-AMNaPaTHRIX CPEICTB
HHGOPMAIIHOHHBIX CHCTEM H 110/ylepikanieM HeoOX0IHMOro YpoBHS 3alIHIIEHHOCTH KOMITOHCHTOB!

HCIIOIB30BAHHA MTPOTPaMMHBIX H NPOTPaMMHO-ANapaTHBIX CpedCTB 3alInThl HHCbOpMaHPTH
o6pabarsiacmom B I'BJIOY v agMuHHCTPaTHBHON MOUIEPIKKOH WX HCIOJIB30BAHHS:

KOHTPONSt  COOMIOJCHNS  MOb30BATEAMH  WH(OPMAIMOHHBIX  CHCTeM  TpeDoBaHMii



1o obecreverno HHGOPMAITHOHHOI 0e30MacHOCTH!

npoBeeHAs anaTH3a PPEKTHBHOCTH MPHHATBIX Mep 3allHThI uHpOPMAITHH W TPHMEHIEMBIX
cpezcts 3aiuThl nudopmaunn 8 ['bJIOY:

pa3paboTKH W peanu3alldy MPEUIOKEHHH 1[0  COBEPLICHCTBOBAHHIO CHCTEM  3alllHThI
nHdopmarmu B 'BAOY.

3 IMPUHIUIBI OBECIEYEHWA UH®OPMALIMOHHON BE3ONMACHOCTU

Obecrniedenrie MHOOPMATMOHHOM 0e30MaCHOCTH. JO0DKHO OCYIIECTBIATHCA B COOTBCTCTBHH
CO CNEAYIOMHAMHA OCHOBHBIMH MPHHIIMIIAMH:

IMpuHIHD 3AKOHHOCTH

[pr BIGOpPe MEpONPHSITHIT MO 3aliuTe WHOPMAUHH, TOIKHO COOMOIATHCA JIeHCTBYONIEE
sakoHojaTenseTBo Poccuiickoit Menepaunu B chepe 3auThl HHGOPMALHH.

Bee paboTHHKM J0JKHBI MMETh Ipe/cTapieHne 00 OTBETCTBEHHOCTH 3@ IPaBOHAPYLICHHUA
B chepe ammTel nadopManii. [lporpamvuo-anmaparHeie CpeicTBa. TMPUMEHACMBIC B ['BHOY.
O/DKHBI UMETh COOTBETCTBYIOLIHE JIMICH3HH. OQUIMATBLHO MPHOOPETAThCS Y MPEICTABUTENCH
Pa3paboTUMKOB STHX CPE/ICTB HIIH ABIATHCA HHTEIICKTYAIbHOH cobersennocthio ['BJIOY.

[punIHI CHCTEMHOCTH

I'[pn CO3/JaHUH CHCTEMEI 3allUThl JOJKHBI YIHATbLIBATHCH aKTvallbHbIC Yrpo3bl 0e30MmacHOCTH
uHGOPMAIHK. BO3MOMKHBIC OOBEKThl M HANpPABIEHUS! aTaK HA HEC €O CTOPOHBI HAPYIIATENEH.
CucTeMa 3alMThl 10/KHA CTPOUTBLCS € YYCTOM He TOJIbKO H3BECTHBIX KaHATIOB YTCUKH HHPOPMALHH,
HO ¥ € YUETOM BO3MOJKHOCTH TTOSBICHHS HOBBIX YSA3BUMOCTEH B PO PAMMHOM obecredeHHH.

[IpuHUHEN KOMIUIEKCHOCTH

KoMMIeKCHOe HCIo/b30BaHie CPEJICTB 3alMThl HHPOpMAalK TIPE/IIONAraeT CorlacoBaHHoe
NpUMEHEHHE [PH MOCTPOEHHH LEJIOCTHOI CHCTEMbI 3AIHTHI, IECPEKPBIBAIOIIEH BCE CYIMECTBEHHbIC
yrpo3sl Ge30macHoCTH HH(OpMalui. 3auTa J0/1AKHa CTPOUTBCHA SIICIOHHPOBAHO. dusnueckan
3aIMTa J0KHA o0ecreyBaTbes (PU3NUECKUMH CPeICTBaMK H OPraHu3alMOHHBIMH MEPAMH.

[Tpu MOCTPOCHHHU, BHEJPEHHH M OKCILTyaTalHH CHCTEMBI 3alllAThI HH(pOPMAIIHH PYKOBOICTBO
I'BJIOV obecneunpaer yeraoBus 118 AOPEKTHBHOH KOOPAHHALNH JNEHCTBUH BCEX ML
obecneduBaIUX HHPOPMALIMOHHYHO 0€30MacHOCTD.

[MpuHIHD CBOEBPEMEHHOCTH

Pa3paGoTka cHCTEMbl 3AMUThl HH(OPMALHH JI0UKHA BECTUCh NApAICIBHO € pa3paboTKOH
i uHGOPMALMOHHONH  CHCTEMbL. ~ JTO  MO3BOIMT  Y4ECTb TpeboBanus  O€30MaCHOCTH
MpH NIPOEKTHPOBAHWH AapXHTEKTYphl H. B KOHEYHOM CHeTe, CO3aarh oonee pdexTHBHEBIE
HHPOPMAIMOHHbIE CHCTEMBI, 00/1aaI0NIKE TOCTATOUHBIM YPOBHEM 3alHIIEHHOCTH.

TMpuHIHN NPeeMCTBEHHOCTH

[TocTosHHOE COREPUICHCTBOBAHWE Mep M CPEICTB 3allUThHI pHpOpMAlHH Ha OCHOBE
MPeeMCTBEHHOCTH OPraHM3alliOHHBIX M TEXHHYECKHX pelieHuii, KaJpoBOro cOCTaBa. aHauu3a
()YHKIMOHHPOBAHHA HH(POPMALHOHHBIX CHCTEM H CHCTEMbI €C 3ALUTRL € Y4ETOM H3MEHCHUH
B MeToJaX W CpeicTBax IepexBara MHpOPMalWH. HOPMATHBHBIX Tpe0oBaHuil MO 3alIHTe
MH(pOPMAaIIHH.

TIpuHIMI 10CTATOYHOCTH

CooTBEeTCTBHE YPOBHS 3aTpar Ha oDecTieyenue wHpopManMOHHOH 0e30MacHOCTH H LIEHHOCTH
HHPOPMAIIHOHHBIX PECYPCOB HA BEIMYHHY BO3MOKHOTO yiepda 0T UX pasriateHus, YHHITOKEHHA
W ucKakeHus. Mcronp3yeMsie Mepbl W CPEACTBA 3allMThI HHQOpMAUMH HE J0UKHBL yXyAllath
HProHOMHYECKHeE TOKA3ATENN KOMITOHEHTOB HH(POPMALIHOHHBIX CHCTEM.

IlpuHmHn 0TBETCTBEHHOCTH

BososkeHHe OTBETCTBEHHOCTH 3a obecreyeHue 6e30macHoCTH HHPOPMALHY H €€ 00paboTKH
Ha KakJoro pabOTHHKA B MpeienaX ero MONHOMOUH. B COOTBETCTBHHM € 3THM TPHHLHIIOM
pacnpesneneHne npag W 00si3aHHOCTEH palOTHHKOB CTPOMTCS TAaKHM obpaszom. 4TOOBI B CIyyae
10000 HApyLIeHHs ObLT H3BECTEH HAPYLUHTEb.

Mpusnuun 060CHOBAHHOCTH ¥ TeXHHUYECKOH peaqniyeMocTn

UidopMarHOHHBIE TEXHOTOTHH, IIPOTPaMMHbIE H ITPOrpaMMHO-aNiapaTHbIe CpeACTBa, MCpbl
salmThl uHpoOpMaLMU JOTKHbL ObITh Pealu30BaHbl 10 COBpeMEHHbIM pELICHUsM, 0DOCHOBAHbI



C TOYKH 3pEHMSI JIOCTHIKECHHS 3aJ1aHHOTO VPOBHS 3alIMIICHHOCTH HH(pOpPMAIMH U IKOHOMHYECKOH
IeNeco0OPa3HOCTH, a TakKke COOTBETCTBOBATH YCTAHOBJICHHBIM HOpMaM M TpeOoOBaHUAM
1o 0e30nacHoOCTH HHMOPMAIIHH.

[Ipuauun npodeccnonannzma

Peanuszauus mep 3ammrhl HHOOPMALMH W IKCIUIYATAlMS CPEJICTB 3allUThl MH(DOpMALMK
JOKHA OCYIIECTBIAATECA NPoheCcCHOHAIbHBIMHA CMICHHATHCTAMHU.

[IpuBneucHne cnenHaTH3NPOBAHHBIX OpraHM3aliil K pa3paboTke CpesIcTB U pealTn3alun Mep
3aIUTEL UHPOPMALMH, MOATOTOBICHHBIX K KOHKPETHOMY BHJY JIEATELHOCTH MO 00ecneueHuro
fezonacHocTH HHOOPMAIMOHHBIX PECYPCOB, HMEIOIINX OMBIT MPAKTUYECKOH PaboThl U IMUECH3HU HA
MpaBO OKa3aHUs YCIIVT B OTOMH 00JIacTH.

ITpuHIAN MUHHEMHA3AIAN NPHBH/ICTHH NOIL30BATETeH

ObecneyeHne NMoNL30BaTeICH MPUBHICTHIMH MHHHMAIBHO JIOCTATOYHBIMH 718 BBIIOIHEHUS
AMH CBOMX JOMKHOCTHBIX o0Os3annocTeil B [ BJIOY.

4 OCHOBHBIE TPEBOBAHUMA MO 3AINUTE UHO®OPMALIUH
OI'PAHHYEHHOI'O JOCTVYIIA

Cuctema 3amuThl HHGOPMAUMH JI0JIKHA NPEYCMAaTPHBaTh KOMIUIEKC OPraHH3allHOHHBIX.
OPOTPAMMHBIX M MPOrPAMMHO-ANIApaTHbIX CPEJCTB W MEp MO 3alliuTe HH(pOpPMAlMU B Mpolecce
ee 00paboTKH.

Boinonsenye TpeGoBaHMil JOCTHTACTCS 3a c4eT pealu3alud Ha o0beKTax MH(pOpMaTH3ALHH
Mep 1o 3aumTe nudopManuu:

WAeHTHPUKAIIAN W ayTeHTH(OUKAINA CYOBEKTOB JIOCTYIA H 00BEKTOB JIOCTYIA:

VIPAaBACHHIO JOCTYNOM CYOBEKTOB JOCTYNa K 00beKTaM J0CTYyMa;

OrPaHHYEHHIO TPOrPAMMHOM CpPeJIbl:

3aIMTE MALIMHHBIX HOCATENIEH NepCOHATBHBIX JTaHHBIX

perucTpanui coObITHH Oe30MacHOCTH:

AHTHBUPYCHOH 3alllnTE:

0OHaPYKEHHUIO BTOPKEHHIA:

KOHTPOJIIO (QHAJIM3Y) 3aIIMILEHHOCTH MEPCOHATBHBIX TAHHBIX:

00€eCIIEUEHHIO [IETO0CTHOCTH HHPOPMALIMOHHON CHCTEMbI H MEPCOHAIbHBIX JaHHbIX:

obecreyeHnIo TOCTYITHOCTH MePCOHATBHBIX JTaHHbBIX:

3ALIMTHI CPeIbl BUPTYATU3ALMN!

3ALUTEI TEXHHUYECKHX CPCICTB.

3aLU Tl THPOPMALMOHHON CHCTEMBL, €€ CPEJICTB, CHCTEM CBA3H M NEPE/IavTH JIAHHBIX:

BBISIBJICHHIO HHIIMACHTOB H pCaripoBaHHe Ha HHX:

yrpapieHuio Kondurypauueii *HQOPMAIHOHHON CHCTEMbI H CHCTEMbI 3aLIHThI IEPCOHATBHBIX
TTaHHBIX.

I'BJIOY. kak ob6nanarens nudopMauy OrpaHHYeHHOro J10CTYA, NPH OCYILICCTBICHHH CBOHX
npap 0053a10:

co0r01aTh IPaBa M 3aKOHHbIE HHTEPECH! HHBIX JIHIL:

NPUHMMATh HEOOXOAUMbIC MEPBI T10 3AMHMTE HHPOPMALIHH;

OrpaHMYHBATL JOCTYIl K uHdOpMALMH. €CIM  Takas OOS3aHHOCTb  YCTAHOBICHA
3akonoaarenseTBoM Pocceuiickoii Meepalii.

B tom unciie [BJIOY. Biipase ecliu HHOE He MPEAYCMOTPEHO 3aKOHO1aTENbCTBOM PoccHICKOH
denepaunn:

paspemarh WK OTpaHHYyHBATE J0CTYI K HH(QOPMAUH, OTPeSIesTh TOPAIO0K H YCITIOBHA TaKOro
JocTyna.

MCII0/IB30BATh HH(OPMAIINIO, B TOM 4HCIIE PACIPOCTPAHATH €¢e, 110 CBOEMY YCMOTPEHHIO:

repenaBath MH(OPMAIMIO  APYTHM JiHLHaM Ha YCTAHOBJICHHOM  33aKOHOAATEIBCTBOM
Poccuiickoit @eaepaiiii OCHOBAHHHU:

AUUIIATH YCTAHOBICHHBIMH 3aK0HOATeIbCTBOM Poccuiickoit dejepaitin cnocodaMu CBOU
[paBa B cyyae HE3AKOHHOTO MOTyUeHHA HHPOPMALHH HJIH €€ HE3aKOHHOTO HCTIONIL30BAHHA HHBIMHA

JIHIaMHL



OCYIIECTBIATh HWHBIE aciicTBUs ¢ wWH(oOpMmammend WIM pa3pemarh OCYIIECTBICHUE TaKHX
nedcTBHI, eclM  OTH  JeiicTBMS He MpOTHBOpedaT (erepalbHbIM — 3aKOHAM H  APYrUM
HOpPMaTHBHO-MIPaBOBbIM akTayM Poccuiickon Peaepanni.

3ammta MHOPMAMH  OrPAHHYEHHOTO  OCTYNA TpeACTaBiseT  CcOOOW  NpUHATHE
OpraHU3alHOHHBIX U TEXHHUECKHX Mep. HanpaB/ICHHbIX Ha!

cobmoaenne KOHQUASHIUATLHOCTH HHBOPMALMK (MCKIIOYEHHE HENPABOMEPHOIro J0CTYMa,
KOITMPOBAHHS. TTPEIOCTABICHY S HITH PAacIpocTpaHeHns HHPOPMaIHHn ):

obecneyeHune 1eT0CTHOCTH HHPOPMALIMH (UCKITIOYEHHUE HETTPABOMEPHOTO VHUUTOKEHHS
unu Moauduunposanus HHdopmalun):

pean3aluio npasa Ha J0CTyI K HHGOpPMAIIHH (ACKITI0YeHHE HEITPaBOMEPHOTO OJIOKHPOBaHUS
MHpOPMAIIHH ).

Cpenctpa 3amuThl HHGOPMALMK BHEAPAIOTCS MO pe3ybTaTaM NPOBEICHHS OLICHKH PHUCKOB
HHOPMALHOHHON 0e30MacHOCTH.

Opranuzanys 3amuTbl HHGoOpMALHH

[Ipu opraumzaumu B ['BJIOY 3amutel undopmanuu, 100KHBI BBITOIHATHCS TPEOOBAHMSA
denepanbHoro 3akona ot 27.07.2006 Ne 149-@3 «O6 wundopmanuu, HHGOPMALHOHHBIX
TEXHOJIOTHAX W 0 3allliTe HWHQOpMAUUH». KOTOpbIE PEryJIHPYIOT OTHOIICHHS, CBS3aHHBIC
C YCTAHOBJICHHEM, H3MEHCHHEM H PEKPAIlCHHEM PeKiMa 00paboTKH 3allMIaeMoii HH(POPMALIHH.
B Tom umcie TpeOOBaHHS O 3ammuTe WH(OPMAIMK, He COCTaBIIAIONIEN TOCYIapCTBEHHYIO TalHYy.
COJEpKALICHC B rOCYJAapCTBEHHBIX HMH(POPMALMOHHBIX CHCTEMAX YTBCPHAKICHHbIC [PUKA30M
®CTIK Poceuu ot 11.02.2013 Ne 17 «O6 yrBepikaeHun tpebosanuii o 3aiuTte Hudopmanu,
He  COCTamRjfIoOmICH  rocy,1apcTBEHHYO — TalfHy,  cojepikalledics B TOCYJAapCTBEHHBIX
MHYOPMALIMOHHBIX CHCTEMax» Ul FOCYIapCTBEHHBIX HH(MOPMAMOHHBIX CHCTEM [0 KOTOPbIM
['BJIOV sBaserca Oneparopou.

B 'BJIOY noMHMo peann3aiui OCHOBHBIX Mep 3alHThl HHYOpPMALHH OCYIIECTBIACTCS:

perynspHas  OLeHKa W  YNpaBIeHHe  PHCKaMM  HHPOPMALIMOHHOH  De30MacHOCTH
B COOTBETCTBUH € YCTAHOB/ICHHBIMH NPOLEAYypaMH B 001aCTH yIpaBJIeHHsS PHCKAMU;

nHHOpMHpOBaHUE, o0yuenue " MOBBIIIEHHE KBATH(PUKALHA paboTHUKOB
I'BJIOVY B cdepe nudopmannoHHOM Oe30MacHOCTH:

MeTojHuecKas [OMOIMb pabOTHMKAM B Bompocax —oOecrnevyeHus HH(POPMAUUOHHON
0e30MacHOCTH;

aHAINM3 U [IOMCK BOZMOKHOCTEH 110 MOBBILLEHUIO YPOBHA 3aUIHIIICHHOCTH HH(b()pMauHH.

Jlna oprauusanun 3amutel uudopmanuu, I'bJIOY Bnpase npuMeHATh CPEACTBA H METO/IbI
TeXHHYECKOH 3alMTel, NPeJNPUHAMATG JpyrHe, He MPOTHBOpEYalllHe 3aKOHOATEIbCTBY
Poccuiickoit @erepaliiu, Mepsl.

B pamkax ofecreueHus 3amuTs HHGOPMAIMH, B PAMKaX TPY/AOBBIX OTHOLICHHH HEOOXO0IUMO
03HAKOMHUTb 110J1 POCTIMCH PalOTHHKOB, JOCTYI KOTOPBIX K HH(OPMALHH OTPaHHYEHHOTO J0CTYTIA,
HEOOXOIMM UIsl BBIMOJIHEHUS. HMH CBOMX JOJDKHOCTHBIX 00A3aHHOCTEH. ¢ mepedteM uHbopMalun
OrpaHMYeHHOro A0cTyna, i npuHsThiMA B I'BJIOY Mepamu 3alluThi HH(MOPMALIMH.

OcobenHocTH 32MHTHI MEPCOHANLHBIX JAHHLIX

[pu opranmszauun  obpaGotkn B I'BJOY  mepcoHaIbHBIX — JaHHBIX HEOOXOUMO
pykosoactBoBathes  Tpefopanusmu  @DenepanbHoro  3akona ot 27.07.2006 Ne 152-@3
«O mepcoOHATBHBIX TaHHBIX .

[lepeueHp Mep. BbimonaHeHne KoTopbix obecneunsaer I'BIOY B KauecTse oneparopa
MEePCOHAIbHbBIX JaHHBIX, J10JI/KEH BKIIOYATH:

paznavenue B [BJIOY oTBeTCTBEHHOTO 32 OpraHW3aIiio 00pabOTKH [IEPCOHANBHBIX TAHHBIX:

pa3paboTKy JOKYMEHTOB, ONPEACIAIONINX MPABK/IA B OTHOICHUH 00paboTKH NEPCOHATbHBIX
nanasix B [BJIOY. 10KaIbHBIX AKTOB [0 BOIpocaM 00pabOTKH [EPCOHAILHBIX JaHHbIX:

MTPUMCHEHUE OpraHW3alMOHHBIX W TEXHHYECKHX Mep TII0 obecrieueHn0  0€30MaCHOCTH
MEPCOHATBHBIX JaHHBIX B COOTBETCTBHM co crarbedl 19 ®enepanpioro 3akona ot 27.07.2006
Ne 152-@3 «O nepcoHAIbHBIX JTaHHBIX ).

BBITIOTHEHHE TPeDOBAHMI 110 COCTABY H COJEPKAHHIO OPTAaHH3AIIMOHHBIX 1 TEXHUICCKIX MCP
no obecrnieuenuio HEIOMACHOCTH MEPCOHATIBHBIX JTAaHHBLIX TIPH HUX obpabotke B MHOOPMALMOHHBIX



CHCTEMAX MEPCOHATBHBIX AaHHBIX yTBepKIEHHBIX [Ipukazom @CTOK Poccenn ot 18.02.2013 No 21
«O6 yTBepAKIECHHHN COCTABA H COIEPIKAHNA OPraHH3AIHOHHBIX H TEXHHUCCKHX MEp 110 00eceYeHUIO
0€30MacCHOCTH MePCOHAIbHBIX JIAHHBIX NpH uX oOpaboTke B HH(OPMAIIHOHHBIX CHCTEMaX
MEPCOHAIBHBIX TAHHBIX »;

OUEHKY Bpeia, KOTOPbIH MOKeT ObITh NpPHYMHEH CYOBEKTAM M[EPCOHAIBHBIX JaHHBIX
B ciydqae Hapyuienus @enepanbhoro zakona Ne 152-03, coornomenme yka3aHHOTO Bpena
W NMPUHAMAEMBIX OMEPaToOpoOM Mep. HAMpaBIeHHBIX Ha obecriedyenue BHITIONHEHHS 00S3aHHOCTEH,
npeaycmorpeHHsix Penepanbupiv 3akonom Ne 152-03;

o3HakoMiIeHHe padoTukoB ['BJIOY. HenmocpeAcTBEHHO OCYIIECTBIAAIONIMX 0OpaboTKYy
NEPCOHATBHBIX JAHHBIX, C MONMOKCHUAMHA 3aKOHOaTeIILCTRA Poccuiickoi (beﬂepaunn
O MNEPCOHANBHBIX JAHHBIX. B TOM 4YHclIe TpeOOBaHUSMH K 34lLIMTE [EPCOHAIBLHBIX JAHHBIX.
AOKYMEHTaMH, ompejensitomuamu tpedosanus ['bJIOY B otHOmeHHH 00paboTKH mEpCOHANTBHBIX
JIAHHBIX H 00YYeHWe, TPH HEOOXOAMMOCTH. YKa3aHHBIX pabOTHHKOB.

OGecneuenne 6e30MaCHOCTH MEPCOHATBHBIX AAHHBIX JOCTHIACTCS, BYACTHOCTH:

Ompe/le/ieHueM  YIpos W Hapyluutelned  0e30macHOCTH — MepPCOHAIbHBIX  JIAHHBIX
Ip BX 00padoTKe B HHPOPMAITHOHHBIX CHCTEMAX MEPCOHAIBHBIX JAHHBIX;

OMPCIAC/ICHUEM  YPOBES  3ALUMINEHHOCTH  [EPCOHAJIbHBIX JAHHBIX B  COOTBETCTBHH
¢ TpedoBanusMu llocranosnenns IlpaButenscrsa Poceniickoit @enepannu ot 01.11.2012 Ne 1119
«O0 yrtBepxeHMH TpeboRaHMH K 3alHTe TEPCOHANBHBIX [aHHBIX TPH WX 00paboTke
B HH(bOpMaLIHOHHle CHCTCMAX MCPCOHANBHbIX [IAHHBIX ]

OPHMCHCHHEM [POLIEIIINX B YCTAHOBICHHOM [OPS/IKe MPOUEAYPY OLIEHKH COOTBETCTBHUS
CpPeJICTRB 3aNIMTHI HHPOPMATTIN;

OLeHKON 2(Q(PEeKTHBHOCTH MPUHUMAEMBIX Mep 10 3ALIUTEe MePCOHATbHBIX JaHHBIX 10 BBOJA
B JKCILTyaTaluio HHYOPMALHOHHO CHCTEMbI IEPCOHAIBHBIX JAHHbIX

BOCCTAHOBJIEHHEM MEePCOHATBHBIX JAHHBIX. BCIEICTBHE MOJYVYSHHS HECAHKIIMOHHPOBAHHOIO
JIOCTYIA K HUM:

YCTaHOBJICHHEM MMpaBHII JOCTYyIIa K nepconabHBIM JaHHBIM, OﬁpaﬁaTbIBﬂEMbIM
B WH(QOPMAIMOHHBIX CHCTeMAaX MNEepCOHATLHBIX JAHHBIX, a Takke o0ecredeHueM perucTpannu
M YUETa BCeX JCHCTBHH, COBEPIIAEMBIX C IEPCOHATbHBIMA JaHHBIMH B HHPOPMALIHOHHBIX CHCTEMAX
[IEPCOHAIbHBIX JTAHHBIX

KOHTPOJIEM 3a IPHHHMAEMBIMH MEPaMH 110 3aIIHTE MEPCOHATBHBIX JaHHBIX U ONPEIEIEHHOI0
VPOBHS 3aLUILEHHOCTH HWH(POPMALIMOHHBIX CHCTEMAX MEPCOHATBHBIX JIAHHBIX B HpoLecce
ee HKCIIyaTalH.

S OCHOBHBIE TPEBOBAHHA K ITPOLECCAM OBECIIEHYEHHS
UHO®OPMAIIMOHHON BE3ONACHOCTH

Mertonueckoe pyKoOBOJICTBO, pa3paldoTKy pelieHHil 110 3almTe HHpOpPMaLHH, COrnacoBaHne
BLIOOpA CPEJICTB BBIMHCIUTEIIBHON TEXHHKH. NMPOrPAMMHBIX M IPOrpaMMHO-AMNapaTHRIX CPEACTB
3alUThl HH(pOPMaUUK, oprasu3aiuio padoT MO BIABICHHIO BO3MOYKHOCTEH M IPEAYIPEKICHUIO
VTeYKH M CBOMCTB 3ammmaeMol HH(GOpMAIWH, aTTecTalliio OO0BEKTOB HH(MOpMAaTH3ALNH
OCYUIECTB/IAOT KOMIETEHTHBIC CTPYKTYpHBIe nojapasaeaenus 'BJIOVY.

duinveckas 6€30MACHOCTH

[TpuHATBIE OpraHW3alPOHHBIE W TEXHHYeCKHe Mephl 1o 3amute nomemennii ['bJIOY,
CEePBEPHOTO U  KOMMYTALKOHHOrO 00OpYIOBAaHHS, aBTOMATHU3MPOBAHHBIX pPabOYMX  MECT
nonb3oBareneii uudopmannoHusix cucteM ['B/IOY odecnieynBaroT peanusanuio CaeayIOWUX Mep
mno:

pasrpaHuueHHio joctyna pabotHukoB B rnometieHus [BJIOY B cOOTBETCTBHH ¢ HX
MNOJIHOMOYHUAMH H JOKHOCTHBIMH 00A3aHHOCTIAMH;

perictpamdy (GakToB BXoja paCOTHHKOB B TMOMEINEHHS B KOTOPHIX Beaercs oOpaboTka
NEePCOHATLHBIX JAHHBIX:

KOHTpOJUpyemoMmy mpedpisannio nocropoHHux auil B ['bJIOY B nomerieHns. B KOTOPbIX
BeJeTcs 00padoTKa MH(OPMALMHE OrpaHHYEHHOTO JOCTYNa W PasMeLlCHbl anmapaTHbiC CPEICTBa
UH(POPMAILIMOHHOI CUCTEMBI:



OPTaHM3ALMK peskHMa KOHTPOTHPYEMOro BHOCA/BBIHOCA CPEICTB 06padoTKH uHBOpManmH.

[lomewenus TBJOV AOKHBL  ObITh  0BOPYI0BaHbI ACTEKTOpaMH  OrHS W JpiMa,
OTHCTYIUMTEIAMH, CHCTEMaMM KOHNLUHOHUPOBAHUA BO3IyXa. CpeICTBAMY OXPaHHO-MOKAapHOH
CHIHATH3ALHH,

OcHoBHOE cepBepHoe n KOMMYTauroHHOe obopynoBanue I'BJIOY nomkHo Gurrs 3ALUHLIEHO
OT nepedoeB B nojaue YJICKTPOIHCPIHH [YTEM MOAKTIOUEHUS K YIEKTPOCETH € NPUMEHEHHEM
HCTOYHUKOB  OecriepeDOHHOTO  nuTamus n PE3CPBHOTO  nH3enb-TeHepaTopa.  McTodnnku
OecniepeGoiiHoro nuranus HEOOXO0IMMO peryispHo TCCTHPOBATHL M NPOREPATEL YIIOJIHOMOYCHHBIM
paboruukam I'BJIOV B coorBercthuy ¢ PEKOMEHJAUMAMU MPOH3BOTHTEN.

[lopraTHBHEIE TexHHUecKHe CPEICTBA HE I0KHBI OCTABATBCS 32 TIpee/IaMu KOHTPOTHPyeMOH
30uel [BJIOY 6e3 koutpous co CTopoHe! pabotHukos ['BJJOY.,

besonacnocrs ua pagouem mecre

3ampemaercs BecTH 3ammch naposieii B OTKpLITOM BHJIe Ha MaTepHaJIbHBIX HOCHTE,
38 HCKITIOUCHHEM CITY4aeB, PEraMeHTHPOBAHHBIX METOIOR XpaHeHus,

HOKyMeHTbl M HOcHTenH ¢ HH(pOpManel orpannyentoro AoCTynma J0/KHbL yOUpaThes
B oOneuyathiBacMbie Mecta (ceidbl, mkape W T.L.). NpH  yXomxe c¢ pabodero wmecra.
Ha asromartusuposantom pabouem mecre ITosnp3osarens paboyas ceccus nomKHa ObITh npepBaHa,
paboymii cTon 3aGmokuposan. Bxox [O/Ib30BATEN B CUCTEMY HE JIOJIKEH BbINOIHATHCS
aBTOMAaTHYECKH.

JlokymenThI, conepxkartme HHPOPMALIHIO OrPAHHYCHHOTO AOCTyNa, I0JKHbI Cpasy H3bIMATHCS
U3 NieHaraommx  ycerpoiers. Jlng  yruamsaimu KOH(QHICHIHANBHBIX  JIOKYMEHTOB,  JI0JIKHDI
HUCIIOMIb30BATHCS  YHHYTOKMTENH JIOKYMECHTOB He Hinke 4 YPOBHA TIO CTaHAApTy 0E30MacHOCTH.
NMPAMEHAEMOMY K YHUUTOKHTEIAM TOKYMEHTOB.

Ilpu  ucnonssoBanun  MOOHIBHBIX TCXHHYECKHX  CPeICTB  HEOOX0auMO  COO/II01aTh
AOTIOTHHTENIBHBIC MEpBl 10 perjaMeHTalin | KOHTPOJIIO HCII0JIL30BAHHS B HH(POPMALHOHHOIN
CHCTEME MOOHIIBHBIX TEXHHYECKHX CPEICTB.

Haxoxnenune npencrasureneii IOPH/MHCCKUX JIHIL B PaMKaX MCHONHEHHS 10TOBOPHBIX
0043aTeTIbCTR B IOMELIeHHAY B KOTOPBIX BeeTes 00padoTka HH(YOPMALIHH OIPaHHYeHHOTO JocTyma
HHGOPMAUHONHOH CHCTEMBI,  BO3MOKHO TOMBKO B CONpoBOKIACHUH pabothuka ['BJIOY
AONYLICHHOTO 10 06paboTKH Takoii HuopmaLmy.

Pasmernenne  TexHuu¢cknx CPCacTB  BhIBOJA HMHQOpPMAMK B momemenusx [ BJOY
TPOU3BOJHTCS € YYETOM MCKAKYEHHS BO3MOKHOCTH BHU3YallbHOTO IIPOCMOTpa  HH(pOPMaLIHK
HOCTOPOHHUMM THIIAMM ¥ PADOTHHKAMH. He JAONYIIEHHBIM K paboTe ¢ JaHHO uHpopmanueii.

Texnwngeckne cpenctra qomKHbL PASMCIIATHCA M XPAHHTBCSA TaKUM 00paszoM, 9T00kI COKpaTHTH
BO3SMOKHBIH PHCK IIOBPEKACHHS H YTPO3BI HECAaHKLIMOHHPOBAHHOTO JI0CTYTIA.

Texuuueckoe obery:knBanue obopynoBaHus

Texnnueckne cpencrsa ['BJIOY nomkmbl MPOXOJIHTL HA PEryIAPHOH OCHOBE CEPBHCHOE
00CITy;KHBAHHE B COOTBETCTBHH C PCKOMCHIALMSAMU MTPOU3BOIUTENEl 060pY10BaHH S,

PeMOHT u  cepeuchoe obcayxupanme 000PY/IOBaHHS  JIOJKHBI  BBIUTOJNHATBCS  TOJIBKO
KBATH(DHIHPOBAHHEIMH CIICIIHAIHCTAMH.

Texnndeckoe oGcmyxnBanue 06OpyIOBaHHS CTOPOHHHMHM OpraHu3aUMsIMH HE JOKHO
TPHBOLAUTDL K PUCKY HApY LLIeHHS! KOH(DHIEHIIMATLHOCTH 3aHIIAaeMoil uHbOpMALLHH.

BiaumoneiicTBue ¢ Tpersumn Junamu

B uensx obecrieuenus nHpopmalnonHoli GesonacHoctn ['BJIOY NpH  B3aUMOJEHCTBUH
C TPETbUMH JIMIIaMH [I0/LKHO BBITOTHATS CIEAYIOUIHE MEPONPUATHS MO

SAKIIOYCHAIO - COTNAlICHUs O  HepasrIaleHHH  HH(OPMAIHH  OrpaHHYEHHOTO A0CTyIa
MOJTY4EHHOM B X0/IC HCMIONHEHUS JI0TOBOPHBIX 00S3aTC/IbCTB:

OCYIUCCTBIICHUIO KOHTPO/IS 32 JACHCTBHAMH NpeJCTaBUTE/CH KOHTPAreHTOB B npesenax
KOHTposmpyemoi 30H56I [ BJIOV.

Ynupas.ieHne Ku3HeHHLIM IHKI0M HHPOPMANHOHHEIX CHCTEM

Meponpusatus B mpouecce KU3HEHHOTO LUKTA uHpopmanmonusix cuctem I'BJIOY nosmkHbl
OBITb HalIPABJICHBI Ha 00ECTICUEHIE 3alUTHI HH(OPMaLH IIPH BBOJE B JHCTBHE, IKCIITyATAIINM,
COTIPOBOKACHUHN M MOJICPHH3AUMH, BBIBO/IA H3 IKCTITYATAIHH.



OcHoBannem PH paspaGotke uH(popManHonHEX CHCTEM JOJDKHBI  SIBJISITHCS pemrenus
IIPHHATBIE Ha cTagum hopmuposan s TpeboBanuii. coxepkamue TPeOOBAHMS B TOM where
10 CuCTeMe 3atuuThl ungopmarmn,

ﬂfot')of‘ IUIaHIpyeMOe K BHeIpen o H3MCHEHNe HHPOPMAIHOHHOI CreTeMys peABapUTE/ILHO
,ElOiI}KH() OBITE  mpoanamnsupoano  ua COBMCCTUMOCT M OTCYTCTBHe HapyuieHui
padoToCcnocodbnocTy cuctemuprx KOMIIOHEHTOB B TOM ypce CPCACTB 3aUMThl UHOPMAaLHy.

Paboter o MOZepnmsaiy  uHGoOpMAHOHHOH CHCTEMBL. B TOM 94mcire 1o VCTaHOBKe
lIporpaMMHoOro obecneuenus u OOHOBIICHNIA, T0/TKHE! HIPOBOANTLCs B HepaGouee Bpems miw BpeMsI
HaUMCHbIICH padoueii Harpy3Ku.

[lpn  BeBOTE M3 IRCILIYaTane - HHOPMAHOHHBIX  cHeTer AOJLKHO  oDecneunBaThey
FapaHTHPOBaHHOE yranenne 0OpabatbiBaemoif i XPaHHMOH B HUX HHpOpPMaLHK ¢ HCHOJIb30BaHneM
CPCACTB rapaHTUpoOBaHHOI YHHYTOKeHHS uHOpMaLmy 1y yTeM (u3nueckoro ynuutomenus
HochTeneH nadopmarn,

Bee fipoueaypsr  obecrievenus  saumre; HHpOpMaLK,  yeTaHOBICHHBIE B I'BJIOY
B OTHOmIEHHUH HH(OPMAUHOHHLIX CHCTCM.  JIOJDKHBl  BBINOMHATBCH i KOHTPOJIMpOBaThCY
OTBETCTBCHHBIMH [THITAMM 3a Opranmsannio pabot no 3ammre HH(pOpMarim,

Konrpoas AOCTYNA K HHGOPMAUHONHBIM cHeTeMan

Bee pabornukn I'BAOY, nonyiuenusie paborte ¢ HHPOPMALHOHHbIMK CHCTeMaMH HecyT
HIEPCOHATBHYIO  OTBeTCTBeHHOCTL 34 HApYIICHU  YCTaHOBIEHHOTO nopsitka  0bpaboTku
HHpOpMaLiy,

YpoBens nonnomouui loJIb30Barens B MH(OPMALHOHHO cucreme I'BJIOY  jomken
ONPENICIIATECS B COOTBETCTBHH ¢ ero AOTKHOCTHRIMU 0093aHHOCTSIMK.

Hoctyn nosns3zosareneii x HHpOPMALHOHHBIM cHcTeMay | 'BJIOY nomxen KOHTPOJTHPOBATHCS
AAMHHHCTPATOPOM HHPOPMALKOHHOI CHCTEMB,

OcymecTsieHne PCTYJSIPHOTO KOHTPOJIS BRINOMHEHMS OPraHH3allHOHHO-PACTIOPS THTE Th HBIX
AOKYMEHTOB. Kacaloumxcs PETIaMeHTalnKl 1onycka paboTuukos | BJIOY « HH()OPMALMOHHBIM
CHCTeMaM.

Wnenrudmxanns u ayTeHTH(PHKRA M

Hoctyn nonw3osareneii k HH(OPMALHOHHBIM cHeTeMam AOJUKCH NPEAOCTABIAATLCS TOJIBLKO
flociie yenemmtoro 3aepiuenus HJICHTH(HKALMH, ayTeHTH(}UuKanuu.

Monywenne nompzopatenem HMEHH B HH(OPMamuoHHOH cucTeme w 1apoJisd, KOTOphIe
00eCTIeYHBAIOT 10CTYTT K HHDOPMAIHOHHOI CHETEMe. 10K HO OCYILCCTBIIATHLCA MO MPEACTABICHHUIO
PYKOBOIHTC/ISl CTPYKTYPHOIO 110 1pas/ie e us.

Ynpas.aenue nocrynom

B I'BZIOY aomxkno OCYIUCCTBIISIThCS YIIpaBIeHHe AOCTYNOM K HHMOPMAMOHHOMA CHCTeme
IOCPEICTBOM  peanu3atnu HeoBX01uMbLX MCTOZI0B, THIIOB M NPaBUI pasrpaHuyeHus J0cTyna
TOJIb30BATEIAM  HHPOPMALHOHHOI CHCTeME] 'BIIOY. B tom ancme obecmeuen 3AIUIICHHBIH
YAQICHHBIH J0CTYN CyOBbeKTOR A0CTyna K o0bekTam noctyna depe3 BHCUIHHE MHPOPMALMOHHO-
TCICKOMMYHHKALMOHHbBIE CETH,

Bezonacnocry npu padore ¢ HocHTe MM HHpopMaunn

Pabotuuku I'BJIOY xomxHb Hemons 30BATb TOJILKO YYTCHHBIE CheMHbIE MALITHHHBIE HOCHTEIH
HHOOPMALMH 17151 BHLIIONHEHNS CBOHX NOMKHOCTHEIX OGS3aHHOCTEE. Henoansopatie chemmbix
MAIHHHABIX HocuTennel nudopviatyn 8 I'BJIOY B HHBIX eI CTPOTO 3arpenieno.

CheMHbBIE MalIMHHbIE HOCHTEIH HHDOPMALIMN TOTKHBI XPAaHHUTCA B ONCUYaTbIBaEMbIX WIKadax.,
B IOMEIICHUAX B KOTOPBIX NIpe/iycMoTpena obpaboTka undopmarmu OrpaHUYEHHOrO J0CTYIIA.

B ciywae kpaxkn mim motepn cheMHOrO MANTMHHOTO HOCHTEs HH(OPMAIIHH, a TaKKe WHBIX
HHLH/ICHTOB, KOTOPBIE MOIYT MPHBECTH K HAPYUICHHIO CBOHCTB MH(pOpMALmu OrpaHHYEHHOrO
JOCTYNa, JOIKHBL IIPOBOINTHCS MCPOINIPHATHA MO pacciaeJ0BAaHUK TAKUX UHIIH/IEHTOR. ' .

TIPH BHBOJE M3 SKCIUTYATALIAN CHeMHOMO MAIIMHHOO HOCHTE 15 HHV(IJOP“W%’"; B;;{fr‘::;‘;m'
XPaHALIMECS Ha HEM. JOJKHBI OBITH yaaneHbl OTPE/IC/ICHHOH KOMUCCHEH U3 auci p |

CPEACTBOM rapaHTHPOBAHHOTO VYHHYTOKEHHSA PIHCl]OpMElL[H[/L



QakT yHHUTOKEHHS HHDOPMAIMH HA CHEMHOM MAMIMHHOM HOCHTENe uHdopmarn
(ukcupyeres B akte 00 YHHUTOKEHMH HHPOPMALHK CO CHEMHOrO MAUIMHHOTO HOCHTE!s
HH(OPMALIHH.

Perucrpauns codbiruii

B I'BIOY  jgomkHa  ocymecTBiasThes peructpauud  cobwiTHit  Oe3omacHOCTH
Ha BceX KOMIOHeHTax uHpopmaunonnbix cucrem [BIOY. B KoTOphIX oOpabartbiBaeTcs
3aluiaemas HHpopmarus.

AHTHBHPYCHAafl 3amHTA

B nemsix oOuapyskenMsi M ycTpateHus BpeAOHOCHBIX nporpamm B ['BJIOY  aomkmbl
HCIIOJIL30BATHCS CPEJICTBA aH THBHPYCHOM 3alnThl HHGOpPMALINH.

OGsi3atenbHOMY  KOHTPOJLIO CPEACTBOM AHTHBUPYCHOH 3alluThl HHQOPMALMH 0TKHA
noanexars nodas unpopmanms (texcroseie  (aitael mobbix  popmatoB. (ailibl  JaHHBIX,
HCTIOJIHSAEMBIe  (alinbl), Tonyuaemas W TiepejaBaeMas 10 JIOKATHHON BEMHCIHTEILHON CeTH
B TOM YMCIE M CeTsM OOILEro Mojb30BaHus, a Takke MHOOPMAIMA. XPAaHMMass HA ChEMHbBIX
MalIMHHBIX HOCUTEAX HHBOPMAIHH.

[1pn ycTanoBke nporpaMMHOro odecrieueH s Wi ero 0GHOBIEHHS Ha CeBEPHOE 060pY/I0BAHHE
AO0/DKHA ABTOMATHHYECKH BHITIOJIHATLCS MPeIBAapUTENIbHAS TMPOBEpKa MTaHHOTO [MPOrPAMMHOIO
obecneyeHHs Ha OTCYTCTBHE EPEIOHOCHOIO MPOrPAMMHOT0 00ecTieyeHus.

O6nosienne 6a3 curuaryp Ui CpeJcTBa aHTHBHPYCHOH 3aIUTH WH(GOPMAINH IOIKHBI
ODHOBIIATBCS €XKeIHEBHO.

[Tosnb30BaTenn Oes npas aJIMUHHUCTpaTOpa HHpopMaLHOHHOH CHCTEMBI
I'bIOY He JOMKHBI HMETh BO3MOKHOCTB TIONYYEHHS TOCTYNA K KOH(GUIVPAINH aHTHBHPYCHOTO
CPECTBA 3ALIMTHI HIH €r0 OTKITIOYCHHS.

KoHTpoib 3a1MuieHHOCTH MepCoOHA ILHBIX JAHHBIX

B HCITIIX HCKIIIOYeHHI DKCILTYaTaluH }'H?BHMOCTEﬁ NporpaMMHOTO obecnieucHus JOJTAEHBI
MPOBOJAMTCS padOThI MO  BHISBICHUIO, aAHAIH3Y YA3BHMOCTEH MHPOPMAIMOHHON CHCTEMBI
H OIEPATUBHOE YCTPAHEHHE BHOBb BbIABIECHHbIX YsA3BHMOCTEIH. B ToM yucsie opranu3aiis KOHTPOJIs
YCTaHOBKH 0OHOBIICHHS TIPOrPaMMHOTo obecriedenus BKIIFOUas Cpe/ICTB 3alHUTh HH(OPMAIHH.

UcnoaszoBanme nporpamMmuoro obecnevyenns

Beibop nporpammuoro obecneuenus ans npomspoicTBeHHbix Hyxka ['BJOV  nomxen
TIPOU3BOMTLCS B MPHOPHTETE K OTEYECTBEHHOMY. BHECEHHOro B EJHHBIH peecTp poOCCHHCKHX
MPOrpamMmm /s SMCKTPOHHBIX BBIYUCIHTENLHBIX MalIMH M 6a3 JaHHbIX. B ciiyuae oTcyTeTBHA ananora
B EauHOM peecTpe pOCCHHCKHX OpOrpaMM /UIs 97€KTPOHHBIX BbIYMCIHTEIbHBIX MAIIHH
u 0az AaHHBIX JOMTYCKAETCS HCITOJIL30BaTh mporpaMMHoOro obecrieuenne HMITOPTHOTO IMPOH3BOACTBA.

Hcnoas3oBanne cpeIcTB KpUNTorpaduueckoii 3amuTel HHGopMaNHH

Obecneyenne 3amuThl HHGOPMALHI OrPAHHYEHHOTO J0CTYNA OT PACKPHITHA, MOAHPHKALMH
¥ HaBs3BIBAHMSA (BBOJA JIOKHONW WH(pOpMamWH) MpH ee mepegadye (IOArOTOBKE K Mepepaye)
M0 KaHajaM CBA3H., WUMEIOIMM BBIXOJ 3a Mpejaeibl KOHTPOJIMPYEMOH 30HbI 00ecrneynBaeTcs
INPUMCHEHHEM CPEJCTB KPUNTOrpadMueCcKOii 3aluThl HHPOPMALIUK.

[Tpuodperenne cpeacTs kpunrorpaduueckoit saupre uadopmarau ['bJIOY ocymecTsisercs
Ha OCHOBAHHH JOTOBOPOB M KOHTPAKTOB C JIMIAMH HMEIIIMMH JIeHCTBYIOWYIO auueH3uio @Ch
Poccuu Ha ocylnecTBIeHHe JAeATENLHOCTH MO pa3paboTKe. MPOU3BOACTRY. PACIPOCTPAHCHHIO
MHQPOBATEHBIX (kpunTorpaduuecknx) CPEJICTR, HH(pOpPMAITHOHHBIX cucTeM
M TEJCKOMMYHHUKAUMOHHBIX CHCTEM, 3alUMIIEHHBIX ¢ HCMOJb30BAHMEM LIM(PPOBATLHBIX
(kpunrorpapMyecKHX) CpPeACTB, BLIMOJAHEHHIO PaldOT, OKa3aHHIO YCIyr B 00nacTé mmdpoBaHHs
HHPOPMALMH. TEXHHYECKOMY OOCTY/KHBAHHIO MHQPOBAILHBIX (KPUITOrpaguUIecKux) CpeacTB.
HHQOPMALHMOHHBIX CHCTEM H TEICKOMMYHHUKALHOHHBIX CHCTEM. 3ALIMILEHHBIX ¢ WCTIOJIL30BAHHEM
WHQPOBAIBHBIX (KPHOTOTPAQUUYECKHX) CPEACTB (3a MCKIOYEHHEM Ciydas, €C/IM TEeXHHYECKOe
obcnyxkuBanue MmH(POBATLHEIX (KpunTorpaduuecknx) cpeacTs, HHPOPMANHOHHBIX CHCTEM
H TCICKOMMYHHKAIHOHHBIX CHCTCM., JALHIICHHBIX C HCIOJIB30BAHHUCM I_UI/l(prBa."[bel.‘(
(kpunrorpaguyeckux) CpelcTB, OCYUICCTBASeTCs /s oOecnieyeHus COOCTBEHHBIX — HYKI
FOPHIHYECKOTO JTUIA HITH HHIABHYAIBHOTO TTPEAIIPHHIMATE]IA ).



B nensx OPraHusalny u  obecrneueHnn eperatun  HHpopmMaumu 1o Kamamanm CBSI3H
C HCHO/Ib30BaHHEM cpescT Kpunrorpapuyeckoii sammry HHpOpMaLMK, a Takke BBINOJIHEHUS
IHUCH3HOHHBIX  TpeGoBanuil QCE Poccun B T BAOY nomken 6oy CO3JaH  opran
KpHTITOTpadiyeckoii sampie;.

[Hopranbupie pewenns ['BJIOY ¢ BosmokHOCTHIO AOCTYNa ¢ ceTell o0LIEro Mosb3oBaHuHs
AO/LKHBL B [IpHOpHTETE pa3spabarbiBaThes o OPraHH3alMed 3alMIIeHHOr0 KaHaa OCPEICTBOM
fipotokoma TLS ¢ nomnepixkoii anroputmos 'OCT 34.10.

HUcnoasszopanne VIEKTPOHHOIT MOYTHI

DIACKTPOHHAS MoYTA 10/BKHA uenoibsosarses B I'BAOY ¢ pensio OpraHu3aluu odMeHa
JICKTPOHHBIMH  COO0IIEHHSIMH MEKIAY padoTHHKaMH W CyOBeKTamMu HH(pOpMaLHOHHO
0€30macHocTH,

[Ipu ucnons3osanuy YICKTPOHHOI NOYTHI 3anperaercs:

00MeH uHpopmarmeii g CITY:KeOHOTO 10Ib30BaHNMS, a Takske nHpopManueii orpannuenHoOro
Jnocryna:

lIpenocTaBienue 1ocTyna K YICKTPOHHOH MOYTE ¢ HCMOJIL30BAHHEM 1AHHBIX CBOEH yueTHoi
3aImcu TPETHHM JTHTIAM:

nyOnnkauus csoero cayxeOHoro aapeca HICKTPOHHOH NOYTBI B 3ICKTPOHHBIX KATANOraX.
Ha [IOMCKOBBIX MalMHAX U APYTHX pecypeax cetn Murepher B nensx. e CBA3AHHBIX C UCIIOJHEHHEM
CBOHX J0KHOCTHBIX 00s13aHHOCT il

MOANACKA MO Y1eKTPOHHOI noute Ha PA3.IHYHbIC PCKIAMHBIC MATEPHANIBL. JIHCTHI pacchiiky,
YICKTPOHHbIE JKYPHATBI M T.)I.. He CBASAHHBIC C BBIIOIHEHHEM MOIb30BATEIEM JOJDKHOCTHBIX
o0sA3aHHOCTeI:

OTKPBITHC (3allyCK Ha  BhINOJHEHHE) (haiinoB. momyuenuwix o SNICKTPOHHON MoyTe
HWIH U3 pecypcoB ceTd HWuteper, Ges NpeaBapuTCIbHON  OpOBepKH  HX AHTHBHPYCHbIM
NPOTPAMMHBIM 00ECITCYEHIEM.,

PaGora B cersix 06mero M01b30BAHHSA

I'BAOY ocrasnser 3a co6oii 1paBo 0JOKHPOBaTh MK OrPaHHYUBATE JOCTYN PAbOTHHKAM K
CETAM CBA3H OOLIETO MOJIL30BAHNAA, B TOM YHCITe cetn Untepuer, cogepikanue KOTOPBIX HE UMeer
OTHOLICHHSA K HCIIOHEHUIO TOMKHOCTHEIX 00s3aHHOCTEI, a Takske K HHPOPMALHOHHBIM pecypcam,
COJZICp/KaHUE U HALIPABJICHHOCTD KOTOPBIX 3aMpeleHbl 3aK0HOAATENLCTROM Poceniickoii ®eaeparun,

Hudopmamms o focemaemMbIx  paboTHHKaMH I'B/IOY  mugopMammonnsx pecypco
HPOTOKOHPYETEst U1 MOCIIE AYIOLIET0 aHANH3A 1. MPH HEOOXOAUMOCTH, MOKET ObIThH npejcTarieHa
PYKOBOLHTEIAM CTPYKTYPHBIX MOApas e e, a Tarke pykosoautemo I'bJIOY nis kontpons.

[Tpyu nenonwzoBanuu cetn WutepreT 3anpemieno:

HCII0NIL30BaTh npeocTaBienublii [ BIIOY AOCTYT B ceTh MHTepHeT B IHYHBIX Hemsx:

HCI0/1b30BaTh HECAHKLHOHHPOBAHHbIC MPOrpaMMHbIE H NPOrpaMMHO-alnapaTHbie cpesacTna,
MO3BOJIAIOIHE MOTYYNTH HECAHKIIHOHUPOBAHHEIH Aoctyn k cetn MuTeprer:

myOJIMKOBATH., 3arpyKath M pacnpocTpaHaTh MaTepHaliel coiepikallme HEI0CTOBEPHYIO
undopmario o FBJIOY. a Taike baiscuduuuposars cpoii [P-anpec.

Pesepsnoe konuposanme n BOCCTAHOB/ICHHE JAHHDBIX

Ocyuectenenue PE3EPEHOrO KOMMPOBAHHSI J0/DKHO OCYIIECTRIATHCS JU1S

uHbOpMall  o6pabaThiBaeyoll  Ha daiintorom cepmepe wu CcepBepe  NPHIIOKEHHMI],
HH(POPMALHOHHO CHCTEMBI:

pabouux mecr 4JIMHHHCTPATOPOB HH(POPMALHOHHOMH CHCTEMBL.

Hactota u pexum PCICPBHOIO KOIHMPOBAHMS YCTAHABIMBAIOTCA TakHM 00pa3oM. YyTOOBI
o0ecTeunTE MHHHMAITBHYIO MTOTEPI0 1aHHbIX H OMepaTUBHOE BOCCTAHOBICHHE.

Hactpoiika PC3EPBHOIO KOMUPOBAHHSA H BOCCTAHOBJICHHS PECYPCOB HH(OPMALIMOHHBIX CHCTEM
I'BIOY nomxkb MPOBOIUTL YIIONHOMOYEHHbIC paGoThuki [BJIOY.

Pesepsroe  konmposarme  omkHo OCYWCCTBIATECS B aBTOMATHYECKOM  peKHMe
C TNPHMCHCHHEM OTEYECTBEHHOIrO CHCIHATH3HPOBAHHOTO CPEACTBA PE3EPBHOTO KOIIUPOBaHHs
C JEHCTBYIOUIUM cepTH(hHKATOM COOTBETCTBHS 110 TpeOoBaHusM OGe3onacHocTu HHpOpMAaLIUH
OCTIOK Poccun,



6 OCHOBHBIE TPEBOBAHMSI K [MPOLUECCAM YIIPABJIEHUS
HH®OPMAIIMOHHOI1 BE3OITACHOCTBLIO

Monnropnur HHpopMannonnoii 6ezonacuocTy

Ha mocrostunoii ocnore nomsxes TPOBOJAHTLCA KOMILICKCHBIN aHamnz GyukuHOHNpOBaHHS
HH(OPMALIHOHHOH cHeTempr | bJIOY n Bosuukarommx cobprmii HHpOPMALHOHHOIT GesonacHocTH,

Ipouece MOHHTOPHHIA CHCTeMbl O0eCHeueHHs HH(pOPMALKOHHOH Ge3omacHocTH JTOJIKEH
BKJIIOYATh B ce0sl KOHTPO/IL OpraHu3aHOHHbIX 1 TEXHUYECKUX MEp 1O 3auuTe HHYOPMALUTH, AaHATH3
lTapamMeTpoR KoHGUrypanum u HaCTPOHKH CPEJICTR 3ANIHTE HH(pOpMAaLHK.

llpn nposenexun KOHTPOILHBIX MEPONPHATHIH, CBA3AHHBIX ¢ ONEHKOI] peam3auuu mep
o sammre uHpopmauuu B ['BJIOY. YIOIHOMOYEHHbIE PAObOTHUKH J10JGKHBI NPHIEPKUBATHCS
CIIRIYIOIINX TPHHIIHTIOR:

HE Hapywath GpyHKuHOHHpORaHME AearensHoctu 'BOY:

ACHCTBOBATE B COOTBETCTBHH ¢ VTBEPKACHHBIMH OpPraHH3allHOHHO-PACHOPATUTE IHHBLIMU
AokymMentamu ['BJIOVY no sammre HH(pOpMaIn:

HE CKPbIBATh (DAKTBI BBISIBACHHBIX COOBITHI nHpopManHonnoii GesonacuocTu:

0hOpMIISITE OTUETSI, HIO/ITBEPIIAIOLIHE BBITOIHEHHE MEPONPUATHIA 110 3alHTe uHpopMaL .

Hudopmarus, MOJY4CHHasT B  Xole mpoBeneHus KOHTPOJIMPYIOMINX  MepOnpHsITHii
0 JACHCTBHAX. COOLITHIX W 1TApaMCTpax. UMEIOMHX OTHOLICHHE K peaH3amuy MEp 1o 3amure
uHboOpManuu, 1omKHa KOHCOIMIUPOBATLCS M XPAHHTHCS B MECTaX. HCKIOYAIOMMX [OoJTyYeHHe
K HeH HECaHKIMOHUPOBAHHOIO JocTyna.

Mouuntopunr naunb: o 3APCTHCTPHPOBAHHBIX COOBITHAX MH(YOPMALHOHHON Ge30MacHOCTH
AOIDKEH IPOBOJUTBCA. 0 BO3MOXKHOCTH, C HCIIONb30BAHUEM CHCTEMBI MOHHTOPHUHIA HHUNIEHTOR
HHPOPMALTHOHHON O€30MacHOCTH WIIH BCTPOCHHBIX MEXaHM3MOB HACTPOHKH 1 ayaurta coOBITHH
B MPOTPaMMHBIX U [IPOrPAMMHO-aMNMapaTHLEIX Cpe/IcTBaXx. HCMOJBb3YEMBIX B HHQOPMALMOHHOM
uHpactpyktype I'BJIOV.

Yupasienune puckamu

Onpenenenne BuyTpeHHnx TpeOoBaHnii 1Mo 3aumTe HHODOPMALH, JTO/KHBI OCHOBBIBATLCS
Ha pesyibTaTax [POBEJCHMS aHAIM3a PHCKOB HAPYHICHUSI OCHOBHBIX CBOMCTB 0€30MacHOCTH
A1 HHGOPMAIHOHHBIX pecypcos I'GJIOYV.

OCHOBOI OLICHKH PHCKOR A0MKHA GBITE OHEHKA yCIIOBHi H (aKTOPOB. KOTOPbIE MOIYT CTaTh
l'[pH‘iHHOH Hap}/!_l_[eHHH HEeJ1OCTHOCTH, KOH(l]H,E[EHLlIdEUIbHOCTH H JOCTYIIHOCTH /114 HH(i)OpMal_[HOHHle
pecypcoB ['IIOV.

Pesynbratom nporenenus amanmsa PHCKOB JIOJKCH OBITb pa3spaboTaHHBIH KOMIITEKC Mep.
HApPABICHHRIX HAa CHHKCHHE BO3MOKHOTO HETATMBHOIO BIMSHMS Ha OCHOBHYHO J€STelIbHOCTb
I'BAOY npn peanusammu toii mimt uxoii YTPO3bI Oe3011aCHOCTH HHpOPMALIHE H obecTieunBarOINX B
JTbHEHIIIEM I0CTATOYHBIIH Y POBEHD 3aIUIICHHOCTH nHpopmanronnsix cucrem ['BJIOY.

Yupasienne unmnzentamu undopmaunonnoii 6ezonacuocrn

s obecneyenus ApdexTHBHOTO paspelnenns HHIMICHTOB HHPOPMALHOHHOI Ge30MacHoCTH
B 'BAOY, Munumusanuu HOTEPb U YMEHBINCHUS PUCKA BO3HHKHOBCHHS MOBTOPHBIX HHIHACHTOR
AOJGKHO OCYIICCTBIATLCA YNIPABICHHE HHIIHICHTAMH HH(POPMALIHOHHO} 6e30MacHOCTH.

Jas ynpaBienns wHminentamu HH(POPMAIHOHHON G€301IaCHOCTH TOKHA OBITH coznana
CIy’K0a MOHHTOPHHTA H PearHpoBaAHUA HA MHLIMACHTbI HH(POPMALHOHHOI Ge30MaCHOCTH., KOTOpas
[IOCPEIICTBOM KOMILIEKCA CPEACTB W MepPONpHusTHil iis cOopa U KOHcomMuaimu uHpopmanun
00 MHIMJEHTAX pemmaer AAHHYIO 3a7a4y. B OTHOMIEHMH KaXkIOTO TIPOH30MIE/IIero WHITH/ICHTa
paboTHUKAMH M3 Cayx6bI MOHHTOPHHIA W PEarHpoBAHHS HA WHLMACHTHI MH(OPMAIMOHHON
0€30MACHOCTH JODKEH BBIIOIHATHCS €ro aHATHS. H pazpabotka > YeKTHBHBIX Mep pearuposaHms
Ha TaHHBIH HHLIHJIEHT.

AYIHT CHCTeMBl obecneyenust HHpopManmonnoii GezonacnocTn

B uensx ouenku tekyiero YpoBHa nudopmaunonnoi Gesonacuoern ['BJIOY ua perynsapHoit
OCHOBE 10DKCH IIPOBOANTECS aYTHT HH(OPMALHOHHO# Be30TacHOCTH.

BHyTpennne aynutel nomkmml BemonHsThes paGoraukamu I'BJIOY. B 4ucno 3anav.

PEIIACMBIX [IPH NIPOBE/ICHUH BHYTPEHHUX Ay HTOB HH(OPMALMOHHOI Ge30NaCHOCTIL. BXOJIAT:



cOOp M aHATH3 HCXOMHBIX TaHHEIX 00 OpraHM3anMOHHON M (YHKIHOHATLHOI CTPYKTYpe
HH(pOPMALIMOHHBIX CHCTEM, HEOGXOIUMBIX AU OUCHKH COCTOSHHS CHCTEMBI 3aIUTHI HHPOPMALHE:

AHaNIN3  YTBEPIKICHHBIX OPTaHH3alIMOHHO-PACHOPAIUTENBHBIX TOKYMEHTOB [0  3ammmre
HH(OPMAIH Ha peaMeT HX MOTHOTH 1 dpdexturHOCTH, a TakKe (popmupoBanue pexomen rammii
Mo MX 10padoTKe WIH pa3spaBoTKH HOBbIX:

000CHOBaHHEe (DHHAHCOBO s(dexTBHOCTH  BHOBE NPHOOpeTaeMbIX CPEICTB  3allUTHI
HHQOpMaIHn;

MPOBEPKA MPABHIILHOCTH BLIGOPA M HACTPOIiKH CPEACTB 3aLuThI HHbOpMaLUK, GopMEpoBanHe
[PE/VIOKEHUH 110 MCNOJb30BAHUIO HMEIOIIHXCS CPeACTB 3alMTBl MHOOPMALUKY /1718 MOBLILLICHUS
YPOBHs HAJIEKHOCTH H 0€30MacCHOCTH MH(pOPMAIMOHHBIX cHeTem [ bJ1OV;

AHAJIH3  OTYETOB MO MPOW3OIIEIIUAM HHIMUICHTAM HH(OpMALHOHHOH  Ge30nacHoCTH
H NIPUHATBIM MEpaM 10 HX pa3peleHHIo.

IloBbimenue ocsenomaennocrn paborHukoB

B pamkax oprammsammm  kommtexchoro NPOTHBOJCHCTBHA  YIpo3aM  0e30MacHOCTH
UHDOPMAIINK,  MCXOIAMHMM  OT padotiukoB I'BJJOY nomkHa MOCTOSHHO —MOBBIMATLCK
HX OCBCIOMICHHOCTE B 00J1ACTH 3aIHTHI HHOPMAIHN,

ToBbIlICHHE OCBEIOM.IEHHOCTH PAGOTHHKOB I'BJIOV ocymectasierces:

no cywecrsytromuM B ['BJIOY OPraHH3allHOHHO-PACTIOPS/IHTENBHBIM [IOKYMEHTAM:

1o mpuMensieMbiM B ['5IIOY mepam zammri HHpOpMaIHn;

110 MPABHIILHOMY HCTIOTL30BAHHIO CPECTB 3ALHTHE HH(OPMALIHH.

7 3ARJIIOYEHHUE

[lpn w3MeHenun neiicTByromero 3akoHomaTemneTBa Poccwiickoii ®enepaunn B obmacti
3alUThl  MHQOpPMALHK. a TaKKke OPraHH3aAIHOHHO-PACTIOPSAHTENBHBIX  g0KyMeHTOB [ BJIOV
HacTosias Ilonmutuka U U3MeHeHHs K Heii [IPUMCHAIOTCS B 4acTH. HE MPOTUBOpeualieil BHOBL
TIPHHATBIM 3aKOHOJATeIBHEIM H HHBIM HOPMATHBHBIM aKTaM. a Taioke BHYTPEHHHM JIOKYMeHTam
I'BAOY.

Bee  tpebosanus,  ycrasosaenmble JCHCTBYIOILMM  3aKOHOJIATENLCTBOM  Poccuiickoii
Denepaiii. NOX3aKOHHBIMH aKTaMH | AOTOBOPHBIMH OTHOLICHHAMHM, a Takke moaxon ['BJIOY
K 00€CMeyenHI0 COOTBETCTBAS HTHM TpeOOBaHUAM JIOTKHBI ObITh SBHBIM 00paszoM omnpejeseHsl,
AOKYMCHTHPOBAHDI U [10/I€PIKHBATBLCS B AKTYaILHOM COCTOSHHUH.

I'BAOY B npuoprarernom HAlIpABJICHUH  JIOKEH  paccMaTpuBaThCs  MEpexof
a MPOrpaMMHOro 00ecneyeHue OTCUECTBCHHOTO [IPON3BONTEINS., BKIIOYEHHOTO B eIHHBIH peecTp
POCCHHCKHX TIPOrPaMM Ulsl 5/1€KTPOHHBIX BBIYHCIUTENbHBIX MAIIHH H 0a3 nanueix. B Tom uncie
MO 9acTH CEpBEPHOTO, KOMMYTAIMOHHOTO 00OpYJIOBaHHS H NpOTrpaMMHO-ANIapaTHLIX CPEJICTB
BKJIIOYEHHBIX B EAHHBIH peecTp poccuiickoii PaaHOSICKTPOHHOM OPOIYKIIHH,

llepecmotp u  BHeccHMe wm3Menennii B Hacrosimyto  [oauTuky  ocywmecTBasioTes
Ha NEPUOIHYECKON U BHEILIAHOBOI OCHOBE,



8 CIHUCOK UCIOJb30BAHHBIX HCTOYHUKOB

I ®enepanbusiii 3akon o1 27.07.2006 No 149-03 «O6 HH(OPMaLHK, HHPOPMALHOHHBIX
TEXHOJIOTHSX U O 3alHTE HHDOPMAIIHK ».

2 ®enepanbHbiii 3akon ot 06.04.2011 Ne 63-®3 «06 STIEKTPOHHOM MOMUCH Y.

3 locrauornenne [IpaButensersa Poccuiickoii ®enepannn ot 16.04.2012 No 313
«O06 yrBepkennn [lomokenns o THUEHIHPOBAHIH IeATENHHOCTH 110 pa3paboTKe. IIPOH3BOJICTBY.
PAcMpOCTPAHEHUIO  IH(POBANBLHBIX (KPUNTOrpadHuecknx) cpeicTs. HHOOPMALMOHHBIX CHCTEM
nu TEJI(‘L‘KOMM)’HliKﬂLIHOIlHbI\' CHCTCM. 3AlMHIICHHBIX Cc HCIOJIL30BAHUEM [I_lH(prBaJ'leb]X
(KPHTITOTPa(IIeckuX) CpeiCTB, BLITONNEHHIO paboT. OKAa3aHHIO yearyr B obnactu mmdposanus
HHDOPMALIMK, TEXHHYECKOMY O0GCTYKHBAHUIO HIH(POBATBHBIX (KPUIITOTpagHUECKHX) CpelcTs,
Hll(b()pMHllHOHHle CHCTEM ¥ TeJIt‘KOMM‘\'HHKElI.[I‘lOHHle CHCTEM, 3alIHIIEHHBIX C HCHOOJIB30BAHHUEM
MAGPOBATBHBIX (KPHITOrPaUUECKHX) CPEACTB (34 MCKTIOYCHHEM ciydas. eciu TeXHMYecKoe
00C/Iy)KHBaHHE H(POBATLHBIX (KpunTorpadu4ecknx) cpeiacTB, MHPOPMALMOHHBIX CHCTEM
1 TCICKOMMYHHKAIHOHHBIX ~ CHCTEM. 3ALUMILEHHBIX C  HCIOIb30BAHHEM  INH(POBATBLHBIX
(KpUNITOrpauIeckKuX) CpeIcTB, OCYNIECTBAAETCS IS OGECHEeYeHHs cOGCTReHHEIX HYKT
FOPHIHYCCKOro JIMLA M HHIMBUAYAILHOTO NPEANPHHAMATENS )».

4  Ilocranosnenne IlpaButensctsa Poccuiickoii ®enepaunn ot 01.11.2012 Ne 1119
«O0 yTBepkIeHun TpeGosaHMii K saluTe MEPCOHAIBHBIX JaHHBIX HpH WX o0OpaboTke
B MH()OPMAITHOHHBIX CHCTEMEX MePCOHATBHBIX JAHHBIX »,
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